What is claimed is: 



\ 



(%i apparatus for transmitting packets, said apparatus comprising: 
a line controller that controls packet flow over a plurality of physical lines; 
a line transmitting unit, connected by said plurality of physical lines, said 
line transmitting unit operable\o add an identifier information to packets, said identifier 
information unique to each packet, and thereupon, said line transmitting unit prepares a 
plurality of copies for each of saia packets in accordance with the number of said 
plurality of physical lines connected to said line transmitting unit, and wherein 

said line transmittinaunit transmits said plurality of copies for each of said 
packets, one copy over each of said plurality of physical lines, and wherein each of said 
plurality of copies for each of said plurality of packets comprises said identical identifier 
information; and wherein at least two copies of each packet are sent to a destination over 
at least two of said plurality of physical lines. 

2. The apparatus of claim 1 wherein said line controller controls said 



plurality of physical lines in accordance 
reference model. 



Sth a first layer (physical layer) of an OSI 



1 , further comprising a 
tsMn accordance with at least a third layer of 



3. The transmitting ap 
protocol processor that processes said pac 
an OSI reference model, and 

wherein responsive to instructiorik from said protocol processor, said line 
transmitting unit prepares packets to which identifier information unique to each of said 
packets is added. 




A packet transmitting method, comprising: 
adding to each packet a unique identifier information; 
preparing a plurality of copies for eachW said packets, each copy having 
identical content, said plurality of copies prepared in accordance with a plurality of 
physical lines; and 

transmitting said plurality of copies, one to\each of said plurality of 

physical lines. 

5. The packet transmitting method of claim 4, further comprising: 



2 controlling said plurality of physical lines in accordance with a first layer 

3 (physical layer) onan OSI reference model. 

1 6. \ The packet transmitting method of claim 4, wherein said 

2 transmitting said plurality of copies further comprises: 

3 substantially contemporaneously transmitting said plurality of copies of 

4 said plurality of packets id said plurality of physical lines in accordance with a second 

5 layer (data link layer) of a\ OSI reference model. 

1 7. The packet transmitting method of claim 4, wherein said 

2 transmitting said plurality of copies further comprises: 

3 instructing transmission of packets in accordance with at least a third layer 

4 (protocol layer) of an OSI reference model. 

1 yO\\\ ^ apparatus for receiving packets, said apparatus comprising: 

2 ^/^^y / a ^ ne controller that controls packet flow over a plurality of physical lines; 

3 / a packet information storage that stores identifier information unique to 

4 each packet, said identifier information appended to packets flowing over said plurality of 

5 physical lines; and \ 

6 a line receiver una, connected by said plurality of physical lines, said line 

7 receiving unit operable to monitortoackets received from said plurality of physical lines, 

8 and confirm whether identifier information of said packets has been stored in said packet 

9 information storage, and when said iofentifier information of said received packets has not 

10 been stored therein, causes said identifier information of said received packets to be 

1 1 stored in said packet information storage\ 

1 9. The receiving apparatus of claim 8, wherein said line controller 

2 controls said plurality of physical lines in accordance with a first layer (physical layer) of 

3 an OSI reference model. \ 

1 10. The receiving apparatus of claim 8, wherein 

2 when said identifier information of said received packets has not been 

3 stored, said line receiver stores said identifier information of said received packets in said 

4 packet information storage; and thereupon forwards saick received packets; and deletes 

5 said identifier information. \ 



1 kl . The receiving apparatus of claim 10, wherein: 

2 said line receiver forwards said received packets in accordance with a 

3 second layer (datalink layer) of an OSI reference model. 

1 12. \The receiving apparatus of claim 10, further comprising: 

2 a protocol processor that receives said forwarded packets whose identifier 

3 information has been deleted, from said line receiver and thereupon effects a protocol 

4 process in at least a third lay&r of an OSI reference model on said packets. 

1 /I3. A method for receiving packets from a plurality of physical lines, 

2 said method comprising: 1 

3 confirming reception of at least one of said packets; 

4 determining whether identifier information unique to each packet has been 

5 stored in a storage; and r/K_ 

6 if identifier information iqrreisponding to identifier information of the 

7 received packets is not stored in said storage, storing said identifier information of said 

8 received packets therein; and \ 

9 effecting a protocol procession said received packets, said protocol process 
10 further comprising deleting said identifier information. 

1 V y M. An apparatus for receiving packets, comprising: 

2 ^P^\J a line controller that controls packet flow over a plurality of physical lines; 

3 ^xy a plunhky of mode flags, each mode flag associated with one of said 

4 plurality of physical line^and for respectively storing either a primary or a secondary 

5 mode therein; \ 

6 a plurality of storage areas that store received packets; and 

7 a plurality of line\eceivers; wherein at least one of said plurality of line 

8 receivers delivers received packets trom one of said plurality of storage areas for 

9 forwarding if a mode flag corresponding to said at least one of said plurality of line 
10 receivers has a primary mode stored therem. 

1 15. The apparatus of claim\4, wherein said line controller controls 

2 said plurality of physical lines in a first layer (physical layer) of an OSI reference model. 
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The receiving apparatus of claim 14, wherein each of said plurality 
of line receivers abandons received packets if a mode flag corresponding to said at least 
one of said pluralit^of line receivers has a secondary mode stored therein. 

17. lie apparatus of claim 16, wherein: 

said protocol processor performs a protocol process in a third layer or 
higher of an OSI referenc^model. 

18. The receiving apparatus of claim 14, further comprising: 

a receiving line switching unit that monitors a presence of a failure of one 
of said plurality of physical linea corresponding to one of said plurality of mode flags 
storing a primary mode therein, and when a failure is detected, changes said one of said 
plurality of mode flags storing saidVprimary mode therein to a secondary mode; and 
changes another of said plurality of ipode flags storing said secondary mode therein to a 
primary mode. 



19. The receiving apparatus of claim 14, further comprising: 
a receiving line switchin^init that monitors a presence of a failure of one 
of said plurality of physical lines corresponding to one of said plurality of mode flags 
storing a primary mode therein, and when ^failure is detected, changes said one of said 
plurality of mode flags storing said primary mode therein to a secondary mode; and 
changes another of said plurality of mode flags storing said secondary mode therein to a 
primary mode; and thereupon 



compares each received packet stored in said received packet storage area 

corresponding to said mode flag changed to said\econdary mode and each received 

\ 

packet stored in said received packet storage area corresponding to said mode flag 
changed to said primary mode; and receives a received packet equivalent to each packet 
lost due to said failure. 

1 20. The receiving apparatus of claim\14, further comprising: 

2 a receiving line switching unit that monitors a presence of a failure of one 

3 of said plurality of physical lines corresponding to one of s^id plurality of mode flags 

4 storing a primary mode therein, and when a failure is detected, changes said one of said 

5 plurality of mode flags storing said primary mode therein to a secondary mode; and 

\ 
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changes another of said plurality of mode flags storing said secondary mode therein to a 
primary mode; anq thereupon 

compares each received packet stored in said received packet storage area 
corresponding to said mode flag changed to said secondary mode and each received 
packet stored in said received packet storage area corresponding to said mode flag 
changed to said primary\mode. 




A packet receiving method, comprising: 
confirming reception of packets from a plurality of physical lines; 
storing said received packets] in a received packet storage area provided in 
association with each of said plurality of physical lines, respectively; and 

conditioned upon a mode flag associated with one of said plurality of 
physical lines storing a primary mode, delivering received packets to a protocol processor 
for effecting a protocol process. 

22. The packet receiving rAethod of claim 2 1 , further comprising: 
monitoring a presence of recej^d packets from said plurality of physical 

lines; 

when a received packet's prjfeseiice is\tf>nprmed by said monitoring, 
storing said received packet in said recejvdd^CEet storage area; and 

when said mode flag associated With one of said plurality of physical lines 
stores a secondary mode therein, abandoning said received packet. 

23 . The packet receiving metpod of claim 2 1 , further comprising: 

of one of said plurality of physical lines 



1 

2 monitoring a presence of a failud 

3 corresponding to said mode flag storing said prii nary mode therein; 

4 when a failure is detected, changing said mode flag storing said primary 

5 mode therein to a secondary mode; and changing ; a mode flag storing said secondary 

6 mode therein to said primary mode; 

7 comparing each received packet stored in said received packet storage area 

8 corresponding to said mode flag changed to said secondary mode and each received 

9 packet stored in said received packet storage area corresponding to said mode flag 
10 changed to said primary mode; and 



1 1 receiving for further processing a received packet equivalent to each 

12 packet lost due to said failure, said equivalence established by said comparing. 
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24^ A packet 
monitoring a pres 



;ceiving method, comprising: 

snce of packets received from a plurality of physical 



lines; 



delivering received packets to a protocol processor for effecting a protocol 
process on said received packet^ when mode flags provided in association with each of 
said plurality of physical lines stores a primary mode; and 

when said each jmode flag stores a secondary mode therein, abandoning 
said received packets. 

25. The packet receiving method of claim 24, further comprising: 
monitoring a presence of a failure of one of said plurality of physical lines 

corresponding to said mode fUg storing said primary mode therein; and 

when a failure ^s detected, changing said mode flag storing said primary 

mode therein to a secondary mode and changing a mode flag storing said secondary mode 

therein to said primary mode. I 

An apparatus for transmitting and receiving packets, said apparatus 

a lin^seontroller for controlling a plurality of physical lines; 
a line transmitting unit that prepares packets with identifier information 
added thereto, said identifier information unique to each of the packets, said packets 
prepared in association withV number of said plurality of physical lines; said line 
transmitting unit operative to transmit packets having the same contents to said plurality 
of physical lines; 

a packet information storage that stores identifier information unique to 
each of said received packets, said identifier information having been added to said 
packets from another apparatus connected ay said plurality of physical lines; and 

at least one line receiver that monitors received packets; and responsive to 
a received packet, confirms whether identifier information of a received packet has been 
stored in said packet information storage; and wheii identifier information having the 
same contents as that of said received packets has no\been stored therein, allowing said 




16 packet information storage to store said identifier information of said received packets 

17 therein^ 
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1 \ 27. The apparatus of claim 26, wherein said line controller controls 

2 said pluralitj?SQf physical lines in a first layer (physical layer) of an OSI reference model. 

1 A transmitting and receiving apparatus for exchanging packets, 

2 comprising: 

3 a lineVontroller for controlling a plurality of physical lines; 

4 a line transmitting unit that prepares packets with identifier information 

5 unique each packet addeouhereto, in association with a quantity of said plurality of 

6 physical lines, and transmitsjjackets having identical content to said plurality of physical 

7 lines; 

8 mode flags associated with each of said plurality of physical lines, said 

9 mode flags operative to store eitner a primary or a secondary mode; and 

10 line receivers that deliver packets received from said plurality of physical 

1 1 lines to a protocol processor when said mode flags store a primary mode therein, said line 

12 receivers further operative to abandon\eceived packets when said mode flags store a 

1 3 secondary mode therein. 

1 29. The apparatus of clalWi 28, wherein said line controller controls 

2 said plurality of physical lines in a first layer ^physical layer) of an OSI reference model. 

1 30. The transmitting apparatus of claim 1, wherein said identifier 

2 information is an FCS (Frame Check Sequence) value of an Ethernet frame. 

1 31. The transmitting apparatus of claim 1, wherein said identifier 

2 information comprises an FCS value of aq IEEE (Institute of Electrical and Electronics 

3 Engineers) 802.3 frame. 



1 32. The transmitting amArc^xs of claim 1, wherein said identifier 

2 information comprises an FCS value of an IEEE802.5 Token Ring frame. 



1 33. The transmitting apparatus of claim 1 , wherein said identifier 

2 information comprises an FCS value of an ANSI (American National Standard Institute) 

3 X3T9 FDDI (Fiber Distributed Data Interface)] frame. 



34. The transmitting apparatus of claim 1, wherein said identifier 
information comprises a CRC (Cyclic Redundancy Check) value of an ANSI X3T9 Fiber 
Channel frame. 

35. The receiving apparatus of claim 8, wherein said identifier 
information comprises an FCS (Ftame Check Sequence) value of an Ethernet frame. 



36. The receiving 
information comprises an FCS vzjlue 
Engineers) 802.3 frame. 



apparatus of claim 8, wherein said identifier 

of an IEEE (Institute of Electrical and Electronics 



37. The receiving apparatus of claim 8, wherein said identifier 
information comprises an FCS value of an IEEE802.5 Token Ring frame. 



i/i 



38. The receiving apparatus of claim 8, wherein said identifier 
information comprises an FCS \ alue of an ANSI (American National Standard Institute) 
X3T9 FDDI (Fiber Distributed Data Interface) frame. 

39. The receiving apparatus of claim 8, wherein said identifier 
information comprises a CRC (Cyclic Redundancy Check) value of an ANSI X3T9 Fiber 



Channel frame. 




apparatus through a plurality of physii 
a line transmitting unit] 
added thereto unique to each packet, 



A transmitting apparatus for transmitting packets to another 



l1 lines, comprising: 

eparing packets with identifier information 
association with the quantity of said plurality of 




physical lines, and transmitting said packets to said plurality of physical lines. 

A receiving apparatus for receiving packets from another apparatus 
plurality olsphysical lines, comprising: 

a packet mformation storage for storing therein identifier information 
unique to each packet, whichs^s added to said received packets; and 

at least one line receiver for monitoring the received packets and when the 
received packets are confirmed, confhming whether the identifier information of the 
received packets are stored in the packeih^formation storage, and when the identifier 
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information having the same contents as those of the received packets are not stored 
therein, allowing said packet information storage to store the identifier information of the 
received packets therein. 



A computer data 



signal embodied in a transmission medium 



composing: 



code for adding to each j acket a unique identifier information; 

code for preparing a plurality of copies for each of said packets, each copy 
having identical content, said plurality c »f copies prepared in accordance with a plurality 
of physical lines; and 

code for transmitting sai< 
of physical lines. 



plurality of copies, one to each of said plurality 



43. The computer data signal of claim 42, further comprising: 
code for controlling said plurality of physical lines in accordance with a 

first layer (physical layer) of an OSI reference model. 

44. The computer data kigi^il of claim 42, wherein said code for 
transmitting said plurality of copies rarthercpiajtfises: 

code for substantialMcont^imporaJ^ously transmitting said plurality of 
copies of said plurality of packets tf said plurality of physical lines in accordance with a 
second layer (data link layer) of an OSI reference model. 

45. The computer data signal of claim 42, wherein said code for 
transmitting said plurality of copies further comprises: 



code for instructing transm 
third layer (protocol layer) of an OSI refer] 



ssion of packets in accordance with at least a 
nee model. 



Aftf. A computer data signal embodied in a transmission medium 
comprising: I 

code for confirming reception of packets from a plurality of physical lines; 
code for storing said received packets in a received packet storage area 
provided in association with each of said plurality of physical lines, respectively; and 




• # 



code for delivering received packets to a protocol processor for effecting a 
protocol process, conditio ned upon a mode flag associated with one of said plurality of 
physical lines storing a pr imary mode. 

47. Thelcomputer data signal of claim 46, further comprising: 

code for monitoring a presence of received packets from said plurality of 

physical lines; and 

code for sto ing said received packet in said received packet storage area, 

when a received packet's presence is confirmed by said monitoring, and abandoning said 

received packet, when said mode flag associated with one of said plurality of physical 

lines stores a secondary mode therein. 



48. 



The 



computer data signal of claim 46, further comprising: 
code for monitoring a presence of a failure of one of said plurality of 
physical lines corresponding to said mode flag storing said primary mode therein; 

code for changing said mode flag storing said primary mode therein to a 
secondary mode; and chanjging a mode flag storing said secondary mode therein to said 
primary mode, when a failure is detected; 

code for co mparing each received packet stored in said received packet 
storage area corresponding to said mode flag changed to said secondary mode and each 
received packet stored in said received packet storage area corresponding to said mode 
flag changed to said primary mode; and 

code for receiving for further processing a received packet equivalent to 
each packet lost due to said failure, said equivalence established by said code for 
comparing. 



9. A computer program product for transmitting packets, said product 



composing: 



code for adding to each packet a unique identifier information; 

code for preparing a plurality of copies for each of said packets, each copy 
having identical content, saic\plurality of copies prepared in accordance with a plurality 
of physical lines; ^ 

code for transmitting said plurality of copies, one to each of said plurality 
of physical lines; and \ 



a computer readable storage medium for holding the codes. 

50. TheWmputer program product of claim 49, further comprising: 
code for controlling said plurality of physical lines in accordance with a 

first layer (physical layer) oflan OSI reference model. 

5 1 . The computer program product of claim 49, wherein said code for 
transmitting said plurality ofjcopies further comprises: 

code for substantially contemporaneously transmitting said plurality of 
copies of said plurality of packets to said plurality of physical lines in accordance with a 
second layer (data link layer^of an OSI reference model. 

52. The computer program product of claim 49, wherein said code for 

transmitting said plurality of copies further comprises: 

J 

code for instructing transmission of packets in accordance with at least a 
third layer (protocol layer) of an OSI reference model. 



S A 

£3. A compu 



A computer program product for receiving packets, said computer 
program product comprising: | 

code for confirming reception of packets from a plurality of physical lines; 

] 

code for storing said received packets in a received packet storage area 
provided in association with each of said plurality of physical lines, respectively; and 

code for delivering received packets to a protocol processor for effecting a 
protocol process, conditioned upon a mode flag associated with one of said plurality of 
physical lines storing a primary mode; and 

a computer readable storage medium for holding the codes. 

54. The computer program product of claim 53, further comprising: 
code for monitoring|a presence of received packets from said plurality of 

physical lines; and 

code for storing said Received packet in said received packet storage area, 

when a received packet's presence is confirmed by said monitoring, and abandoning said 



received packet, when said mode flag associated with one of said plurality of physical 
lines stores a secondary mode thereiii 

55. The computer program product of claim 53, further comprising: 



• # 



code for monitoring a presence of a failure of one of said plurality of 
physical lines corresponding to said mode flag storing said primary mode therein; 

code for charging said mode flag storing said primary mode therein to a 
secondary mode; and changing a mode flag storing said secondary mode therein to said 
primary mode, when a failure is detected; 

code for comparing each received packet stored in said received packet 



storage area corresponding to 
received packet stored in said 
flag changed to said primary 



said mode flag changed to said secondary mode and each 
received packet storage area corresponding to said mode 
mode; and 



code for receiving for further processing a received packet equivalent to 
each packet lost due to said failure, said equivalence established by said code for 
comparing. 



